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• Service Organization Reports (SOC) Overview

• Questions
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Simplest Definition of Cybersecurity

• “Measures taken to protect a computer or computer system (as on the internet) against unauthorized access 

or attack”*

• Regardless of the definition, cybersecurity objectives still continue to be:

• The triad of security – CIA of “CRITICAL DATA”

• Confidentiality

• Integrity

• Availability

• Who does it impact?

• Anyone, individual or organization, connected to a network or the internet

* Source: Merriam-Webster Dictionary, http://www.merriam-webster.com/dictionary/cybersecurity

http://www.merriam-webster.com/dictionary/cybersecurity
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwi9n-fVhOPTAhWJ7YMKHRg-AOYQjRwIBw&url=http://studentblogs.warwick.ac.uk/morse/entry/data_science_the/&psig=AFQjCNG0JvNCLpOCmRndNYVh1EB9mcIRRA&ust=1494426998612920
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2016 Breach Statistics Summary

Source: http://www.idtheftcenter.org/

• Information gathered from the Executive 

Summary of the Verizon 2017 Data Breach 

Investigations Report 

(http://www.verizonenterprise.com/verizon-

insights-lab/dbir/2017/) 

Key Points

• 81% of hacking-related breaches leveraged 

either stolen and/or weak passwords

• 66% of malware was installed via malicious 

email attachments

• 61% of data breach victims in 2017 report 

were businesses with under 1,000 

employees.

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
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2016 Breach Statistics Summary

• Stolen/re-used credentials

• Viruses/Malware

• More than 80% of breaches “have a root cause in employee negligence”
• Misconfiguration/Default Configuration

• Lack of Patching

• Weak Passwords

• Social Engineering

• Awareness Training is Key!
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2016 Breach Statistics Summary

* Source: Don Reisinger, “Younger Workers Pose Big Security Risks,” Baseline, Dec. 21, 2011, 

http://www.baselinemag.com/c/a/Security/Younger-Workers-Pose-Big-Security-Risks-888439/

• Sometimes, employees don’t understand the risks:

• “One-third of employees say they break IT policies because they don’t believe they’re doing anything wrong when doing 

so.”*

• “61% say its up to IT staff, not them, to safeguard information and devices”*

• What are the big risks?

• Phishing

• Email

• Social engineering

• Drive-by attacks

• Access to third parties

http://www.baselinemag.com/c/a/Security/Younger-Workers-Pose-Big-Security-Risks-888439/
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2016 Breach Statistics Summary

• The Ponemon Institute’s study called U.S. Cost of a Data Breach found that 42 percent of 

breaches (as identified from survey respondents) were caused by a third-party vendor. 

• Source: 

http://www.ponemon.org/local/upload/fckjail/generalcontent/18/file/US_Ponemon_CODB_0

9_012209_sec.pdf

• Most organizations don’t have a comprehensive list of the vendors they share data with.  

• Lines of business have the ability to engage vendors with little to no involvement of security 

personnel.   

• Organizations perform minimal oversight of vendors’ control environments. 

http://www.ponemon.org/local/upload/fckjail/generalcontent/18/file/US_Ponemon_CODB_09_012209_sec.pdf
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Common Cybersecurity Risks

• The top cybersecurity risk areas in our experience

Key Risk Areas Risk Examples Comments 

Security 
Governance

Phishing / Social Engineering

Shadow IT (mobile, personal 
cloud)

Organizations have been providing training for a while. However employees continue 

to be the weakest link to security. Organizations must find solutions to make 

security part of the organization’s culture, empowering employees to understand 
and manage the risks independently. 

Change 
Management

Patch Management
Unsecured deployments

Vulnerabilities are identified regularly, and with the proliferation of technologies and 

applications, organizations are unable to keep these technologies up to date. In 

addition, there is a continue struggle between innovation and security. Employees 

are still incentivized by meeting deadlines and staying on budget, with minimal 

security expectations. Organizations need to set the right tone as it relates to 

security, including providing the right incentives to employees to manage critical risk 
effectively. 

Third Parties
Data Protection

Denial of Service

Organization’s reliance on third parties has increased significantly, providing them 

more access than ever to sensitive data, and increasing the criticality third party 

solutions play in day to day operations. Organizations need to develop programs 

around identification and management of critical vendors commensurate with their 
potential impact on the business. 
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Common Cybersecurity Risks

Key Risk Areas Risk Examples Comments 

Incident 
Response

Inappropriate 

response during an 
incident

As public awareness of breaches and their impact continue to rise, potential impacts on 

companies are also increasing. Organizational perspectives are shifting from incident 

avoidance to breach mitigation. However, organizations fail to properly plan their response 

when an incident does occur. Organizations need to clearly define and test incident response 
procedures that triage, respond, and remediate incidents when they occur. 

Balance

Improper balance 

between security 

risk and business 
risk

Organizations continue to struggle to find the right balance between innovation and security, 

often taking reactionary approaches to prioritizing strategies. With the heightened sensitivity 

to breaches, organizations may over correct and emphasize security to a point that other 

business goals are negatively impacted. Organization’s need to establish programs to 
proactively identify and manage risks to levels acceptable to the organization. 
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• AICPA created separate reports on internal controls over financial 

reporting and reports on other types of controls.

• The AICPA has added additional reporting options.

– The three reporting options now are:

• SOC 1 

• SOC 2 

Service Organization Controls (SOC) Reports – Overview
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Types of SOC Reports

Report Report’s focus Audience

SOC 1 Report on internal controls over financial reporting Restricted Use

SOC 2 Report on controls related to Security, Availability, 

Processing Integrity, Confidentiality and/or Privacy (Trust 

Services Principles)

Restricted Use
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Key Point – Type 1 vs. Type 2

Fair Presentation of Management’s Description of the System 

• Type 1 – Point in Time

• Type 2 – Entire Period

Design of Controls

• Type 1 – Point in Time

• Type 2 – Entire Period

Operating Effectiveness of Controls

• Type 1 – N/A

• Type 2 – Entire Period
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Introduction of SSAE 18 / SOC 1

• All SOC 1 reports dated on or after May 1, 2017 will be performed under the new SSAE 18 standard that will 

replace the SSAE 16 standard.

• The AICPA completed the Clarity Project for Attestation standards with the issuance of SSAE 18 (Statement 

on Standards for Attestation Engagements (SSAE) No. 18, Attestation Standards: Clarification and 

Recodification). The Clarity Project was established in an effort to make standards easier to read and 

understand. Further the project focus was to eliminate the same paragraphs (with slight differences) in 

multiple standards and to conform with the recodification of financial audit standards. 

• The SSAE 18 AT-C Section 320 supersedes the SSAE 16 Standard, therefore we will no longer refer to SOC 

1 reports as SSAE 16 reports.

• SSAE 18 also impacts other attestation standards (AT101, AT201). For example, the prior AT101 standard 

was replaced by SSAE 18 Section AT-C 105, 205 and 210 and the prior AT801 standard (SSAE 16) was 

replaced to SSAE 18 Section AT-C 320. 

http://www.aicpa.org/Research/Standards/AuditAttest/DownloadableDocuments/SSAE_No_18.pdf
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SSAE 18 – New Requirements for Service Organizations

• SSAE 18 AT-C Section 320  requires additional monitoring of subservice organizations. Monitoring procedures 

could include:

• reviewing and reconciling output reports,

• holding periodic discussions with the subservice organization

• making regular site visits to the subservice organization,

• testing controls at the subservice organization by members of the service organization’s internal audit function,

• reviewing SOC reports on the subservice organization’s system and

• monitoring external communications, such as customer complaints relevant to the services by the subservice 

organization.

• Management’s description of systems is required to include a description of their vendor management 

procedures.

• The scope the service auditor’s testing is required to contain information regarding the monitoring of 

subservice organizations (i.e. addition of a control objective).
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Security – The system is 
protected against unauthorized 
access, use, or modification to 
meet the entity’s commitments 

and system requirements.

Availability – The system is 
available for operation and use 

to meet the entity’s 
commitments and system 

requirements.

Processing Integrity –
System processing is 

complete, valid, accurate, 
timely, and authorized to meet 
the entity’s commitments and 

system requirements.

Confidentiality – Information 
designated as confidential is 
protected to meet the entity’s 

commitments and system 
requirements.

Privacy – Personal information is 
collected, used, retained, 

disclosed and disposed to meet 
the entity’s commitments and 

system requirements.

SOC 2 - Trust Services Principles
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SOC 2 Report Sections

Service Auditor’s Opinion

Management’s Assertion

Description of Systems

Complementary Controls

Subservice Organizations

Test Results

SOC Report Sections
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SOC 2 Report Sections

Service Auditor’s Opinion

Management’s Assertion

Description of Systems

Complementary Controls

Subservice Organizations

Test Results

SOC Report Sections
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Section I: Service Auditor’s Opinion

Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization

What to Review

1. Scope Paragraph – Systems, Trust 

Principles (e.g. Security), Time Period, 

etc…

2. Subservice Organization Carve-out -

Consider: how important / significant / 

material are the services provided by the 

sub-servicer?  If your service 

organization is contracting out critical or 

sensitive pieces of their control 

environment to a third-party, you may 

want to request the third party’s SOC 

report as well.
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Section I: Service Auditor’s Opinion, Cont.

What to Review

1. Opinion - Unqualified Opinion

a) Description

b) Design

c) Operating Effectiveness

Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization
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Section II: Management’s Assertion

Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization

Key Points

1. Management must have a “reasonable basis” 

for its assertion.  This typically means that 

management must perform some procedures 

to asses the adequacy of the description.

2. Management’s responsibilities:

Fair Presentation (of the description)

Suitability of Design

Operating Effectiveness (Type 2 only)
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Section III: Description of Systems

Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization

What to Review

1. Consider adequacy of the control 

objectives and controls.

2. Vendor Management Controls.
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Section IV: Complementary User Entity Controls

What to Review

1. The control objectives/TSPC specified in 

the SOC report can only be achieved if 

the specified complementary user entity 

controls are suitably designed, 

implemented and operating effectively by 

the user  entity (a/k/a you, the user of the 

service).

2. Both the service org & user entity must 

implement controls in order for the 

application’s control environment to be 

complete.  This is your main 

responsibility!

Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization
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Section V: Subservice Organization
Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization

What to Review

1. How important is the subservice 

organization to you and protection of 

your data?

2. DDI - Common Criteria affected by 

Expedient’s Physical Security and 

Environmental controls.

3. DDI - Validation of Expedient 

Physical Security and Environmental 

controls.
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Section IV: Test Results
Service Auditor’s Opinion

Management Assertion

Description of Systems

Complementary Controls

Test results

Subservice Organization

What to Review

1. Criteria – Objective

2. Control – DDI’s Control to meet the 

criteria

3. Tests of OE – Crowe test procedure 

to verify control design and operating 

effectiveness. 

4. Results – Crowe’s results
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Organizations should obtain and formally review SOC reports.

The review should focus on the following:

• Report Type

o Type 1 or Type 2

• Areas of Coverage/Scope

• Opinion

o Unqualified or Qualified

o Subservice Organizations

• Description of Systems Content

• Test Results/Impact of Exceptions Noted

• Evaluation of User Control Considerations

SOC Report Review Recap
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SOC 2 Evaluation Procedures
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For more information, contact:

Sean Katzenberger

Direct 317.208.2426

Mobile 317.402.6181

sean.katzenberger@crowehorwath.com

Crowe Service Organization Control Services

http://www.crowehorwath.com/service-organization-control-services/

Crowe Cybersecurity Watch Blog       

http://www.crowehorwath.com/cybersecurity-watch/


